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COURSE CURRICULUM

Cnenuannoct/ Degree Programme: ID: KUBEPCUT'YPHOCT B BUSHECA
974274 CYBERSECURITY IN BUSINESS
E3uk Ha mpenonaBane/ BBJITAPCKH
Language of Instruction: BULGARIAN
Karenpa/ Department: HH®OPMATHKA
COMPUTER SCIENCE
®axynrer/ Faculty: ®AKYJITET IPUJIOKHA UH®OPMATUKA U CTATUCTUKA
FACULTY OF APPLIED INFORMATICS AND STATISTICS
[Ipodecuonanno nanpasienue / Field 3.8 HUKOHOMUKA
of Study: ECONOMICS
Ob6nacT Ha BHcIIe 00pa3oBaHue/ 3. COILIMAJTHHU, CTOITAHCKH U ITPABHU HAYKH/

Area of Study:

SOCIAL SCIENCES, ECONOMICS AND LAW

O06pazoBaTeHO-KBATH()UKAIIMOHHA CTETICH/
Educational and Qualification Degree:

BAKAJIABBP
BACHELOR'S DEGREE

[Ipodecuonanna kBanuduxamnms/
Professional Qualification:

BAKAJIABBP 10 UKOHOMMUMKA
BACHELOR OF ECONOMICS

®dopma Ha oOyueHue/
Form of Study:

PEJTOBHO
REGULAR

[IponbIKUTETHOCT HA 00yUeHHETO/
Duration of Study:

4 ronunu (8 cemecTnhpa)/4 years (8 semesters)
2430 gaca, 2430 classes

Bamunen ot/
Valid as of:

2026/2027 (ot npuem 2024/2025)
2026/2027 (Admission from 2024/2025 onwards)




Ne mo Kon YyebHa qucuuIIMHA Xopapuy Jleknun Ynp. H3BbH Kpeantn Konrpoa Bun
pea Code Courses M Lectures Seminars ayIuTOpHA Credits Control JHCHUIIMHA
No Hours 3aeToCcT Course

Extracurric type*
ular
II'bPBU KYPC/FIRST YEAR OF STUDIES
OI'bPBU CEMECTBP/FIRST SEMESTER
1 C1001 | Undopmaruka/ Informatics 60 30 30 90 6 M3MHT/exam V3JI/UCC
2 C1002 | Maremaruxka I-Ba yact/ Mathematics I 60 30 30 90 6 u3nUT/exam y3Jjjucc
part
3 C1003 | Muxpounkonomuka/ Microeconomics 60 60 0 90 6 u3nur/exam y3[/uCC
4 C1004 | Hayuna etuka/ Academic ethics 30 30 0 120 6 H3MUT/eXam y3[/uCC
5 C1005 | OcHoBu Ha npasoto/ Principles of Law 60 60 0 90 6 M3MHT/exam V3JI/uCC
6 C1006 | ®duskynrypa u ciopr - 1 kypce/ Physical 30 0 30 0 0 6e3 orenka/ Yy3/uCC
Culture and Sports I part without grade
O6uro/Total 300 210 90 480 30
II'bPBU KYPC/FIRST YEAR OF STUDIES
BTOPU CEMECTBP/SECOND SEMESTER
7 C1007 | Makpou uka/ Macroec ics 60 60 0 90 6 M3MAT/eXam y3/uCC
8 C1008 | OcnoBu na ynpasiaennero/ Principles of 60 60 0 90 6 M3MHT/exam v3/ucce
Management
6 C1009 | ®uskynTypa u ciopt - 1 kypc/ Physical 30 0 30 0 0 TeK.OlleHKa/ v3/ucc
Culture and Sports I part midterm exam
H36upaem 6a10k: U36upaema qucuuninna 1.Bpoii aucnmniman 3a uzdop:1
9 01010 ]/[cTop“ﬂ HA UHKOHOMHYECKHUTEe Teop““/ 60 30 30 90 6 M3OUT/EXam YI/U]/UOC
History of economic Thought
9 01011 OCHOBH HA MKOHOMHYECKATAa Teop“ﬂ/ 60 30 30 90 6 M3OUT/EXam YI/U:[/UOC
Principles of E ic Theory
9 01012 | Cronancka ucropusi/ Economic History 60 30 30 90 6 H3MAT/eXam Yna/uocC
9 01013 | ®uinocodus/ Philosophy 60 30 30 90 6 M3MUT/exam YUJ/uoC
H36upaem 6s10k: M36upaema qucuuniuza 2.5poii aucuunamnm 3a usbop:1
10 01014 | Uxonomuka na tpyaa/ Labour Economics 60 60 0 90 6 H3MUT/eXam Yua/uoc
10 01015 | Hkonomuuecka counonorusi/ Economic 60 60 0 90 6 usnuT/exam Yui/voc
Sociology
HN36upaem 6s10k: M36mpaema qucuuniuza 3.5poii aucuunmnm 3a usbop:1
11 01016 | MkonoMuKa HA NPeXNPHATHETO/ 60 60 0 90 6 u3MUT/exam YU/UOC
E ics of Entreprise
11 01017 | Maremaruxa - IT uact/ Mathematics Part 60 60 0 90 6 M3MHT/eXam YUyuocC
I
11 01018 | OcHoBH Ha npexNpPHEMaUeCTBOTO/ 60 60 0 90 6 u3mUT/exam YUI/UOC
Principles of Entrepreneurship
O6uro/Total 330 270 60 450 30
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BTOPU KYPC/SECOND YEAR OF STUDIES
TPETU CEMECTDBHP/THIRD SEMESTER

12 C2019 | OcnoBu Ha punancure/ Principles of 60 60 0 90 6 u3MUT/exam y3a/ucc
Finance
13 C2020 | Crarmcruxka/ Statistics 60 60 0 90 6 H3MUT/eXam y3a/ucc
H36upaem 610k: U36upaema qucuuminna 1.Bpoii tucunnimnn 3a uzdop:1
14 02021 | BusHec Jorucruka/ Business logistics 60 60 0 90 6 n3mMT/exam YUJ/uoC
14 02022 Kopnopa—rugﬂa curypﬂoc"r/ Corporative 60 60 0 90 6 H3MUT/exam YI/II[/UOC
security
14 02023 | Crparernuecko niaannpane/ Strategic 60 60 0 90 6 U3MUT/exam YUJI/UOC
Planning
H36upaem 610k: U36upaema qucuuminna 2.bpoii tucunnimnn 3a uzdop:1
15 02024 | Mexaynapoaen Typuszsm/ International 60 60 0 90 6 n3nUT/exam YU/UOC
tourism
15 02025 | CeeroBna nxonomuka/ International 60 60 0 90 6 usnuT/exam YUI/uoc
Economics
H36upaem 6s10k: U3oupaema qucuuniinna 3.5poii aucuunamnm 3a usbop:1
16 02026 | Tpancnopt n mo6uanoct/ Transport and 60 60 0 90 6 M3MUT/eXam YU/uocC
mobility
16 02027 | Trprosus/ Trade 60 60 0 90 6 u3nMT/exam YU/UOC
17 F2028 | ®duskyarypa n ciopr - 2 kype/ Physical 30 0 30 0 0 6e3 oreHKa/ Y®3/UFCC
Culture and Sports II part without grade
O6mo/Total 330 300 30 450 30
BTOPU KYPC/SECOND YEAR OF STUDIES
YETBbBPTU CEMECTBP/FOURTH SEMESTER
18 C2029 | Kopnoparusuu ¢punauncu/ Corporate 60 60 0 90 6 n3nuT/exam y3a/ucc
Finance
19 C2030 | Mapkerunr/ Marketing 60 60 0 90 6 H3MUT/EXam y3[/uCC
20 C2031 | OcHoBu Ha cueToBoacTBOTO/ Principles of 60 30 30 90 6 u3nuT/EXam V3[I/ucC
Accounting
H36upaem 610k: U36upaema qucuuminna 1.Bpoii tucunnimnan 3a uzdop:1
21 02032 | Exonornuna uxonomuka/ Ecological 60 60 0 90 6 u3MHMT/exam YUyuoc
21 02033 | MnTenekTyaana co6CTBEHOCT 60 60 0 90 6 u3MUT/exam YUI/UOC
TBOpYeckn uuaycTpun/ Intellectual
property and creative industries
M36upaem 610k: U36upaema qucuuminna 2.6poii aucuunimnan 3a uzdop:1
22 02034 | Uxonomerpuss/ ECONOMETRICS 60 60 0 90 6 n3nMT/exam YUJ/uoC
22 02035 | HenBu:xkuma codcrBeHoct/ Real Estate 60 60 0 90 6 u3mAT/eXam YUI/UOC
22 02036 | ®unancos konrposu/ Financial Control 60 60 0 90 6 u3MUT/exam YUJ1/uO0C
17 F2037 | ®duskyarypa n ciopr - 2 kype/ Physical 30 0 30 0 0 TeK.OlleHKa/ Y®3/UFCC
Culture and Sports II part midterm exam
O6uro/Total 330 270 60 450 30
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TPETHU KYPC/THIRD YEAR OF STUDIES
NETU CEMECTDBP/FIFTH SEMESTER

23 C3038 | ba3u ot nannu/ Database Systems 60 30 30 90 6 H3MUT/eXam DO3JI/FCC
24 C3039 | OcuoBu Ha nporpaM“paHeTo/ Princip]es 60 30 30 90 6 M3MUT/eXam ®3ﬂ/FCC
of programming
25 C3040 | CraTucTH4ecKu aHAIN3 HA 3aBHCHMMOCTH/ 60 30 30 90 6 u3MMT/eXam ®3JYFCC
Inferential statistical analysis
H36upaem 610k: U36upaema qucuuminna 1.Bpoii tucuunimnan 3a uzdop:1
26 03041 | Onaaiin npoyusanusi/ Online surveys 60 30 30 90 6 H3MUT/eXam OUII/FOC
26 03042 CTaH}lapTﬂ 3a K“ﬁepc“rypﬂoc"[/ Standards 60 30 30 90 6 M3OUT/EXam (DI/U]/FOC
for Cybersecurity
26 03043 | Ve6 nporpamupane/ Web programming 60 30 30 90 6 H3MUT/eXam OUII/FOC
M36upaem 610k: U36upaema qucuumiinHa 2.6poii aucuuniaman 3a uzdop:1
27 03044 Bu3nec anajus 3a YHOpaBJIEeHCKH peme“uﬂ/ 60 30 30 90 6 Mu3nUT/eXam (I)I/II[/FOC
Busi analysis for decision making
27 03045 Komruo’n,pnu APXUTEKTYPH H Mpem“/ 60 30 30 90 6 M3OUT/EXam (DI/U]/FOC
Computer Architectures and Networks
27 03046 | OcuoBu Ha H3KYCTBEHHS] HHTEJIEKT B 60 30 30 90 6 H3MAT/eXam CDI/U:[/FOC
kubepcurypHocrra/ Fundamentals of
Artificial Intelligence in Cybersecurity
O6uro/Total 300 150 150 450 30
TPETU KYPC/THIRD YEAR OF STUDIES
HECTHU CEMECTBP/SIXTH SEMESTER
28 C3047 | Cucremu 3a ynpapjienne Ha 6u3Hec 60 30 30 90 6 n3nuT/exam D3M/FCC
pesyararnoct/ Business performance
manag t systems
29 C3048 | CrarneTH4eckH aHAIH3 HA BPeMeBH 60 30 30 90 6 u3nuT/Exam D3JFCC
p / Time Series Analysis
30 C3049 TexXHOJIOTHH 32 ynpapJjieHHe Ha Ha]-[]-[]/[/ 60 30 30 90 6 u3MUT/exam @3[[/FCC
Data Manag t Technologies
M36upaem 610k: U36upaema qucuumiinna 1.6poii aucuuniman 3a uzdop:1
31 03050 | Kudeppa3sysnaBane/ Cyber Intelligence 60 30 30 90 6 H3MAT/eXam OUJI/FOC
31 03051 Ho;;[r()]'()n]ca HA JaHHH U NIpPoy4YBaTeIeH 60 30 30 90 6 M3OUT/EXam CDI/I}:[/FOC
anaan3/ EXPLORATORY DATA ANALYSIS
31 03052 PagpaﬁoTBaHe Ha OM3HeC np“ﬂomeﬂnﬂ/ 60 30 30 90 6 M3OUT/eXam CDI/I}:[/FOC
Business Applications Development
M36upaem 610k: U36upaema qucuumiinHa 2.6poii aucuuniman 3a uzdop:1
32 03053 | JlnckpeTHH CTPYKTYPH U AATOPHTMHE/ 60 30 30 90 6 HM3MUT/eXam OUJI/FOC
Discrete Structures and algorithms
32 03054 Co(l)—ryep 32 ONTHMH3ANMOHHU 33}]31["/ 60 30 30 90 6 U3OUT/EXam (I)I/II[/FOC
Software for mathematical optimization
O6uro/Total 300 150 150 450 30
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YETBBPTHU KYPC/FOURTH YEAR OF STUDIES
CEJIMU CEMECTBP/SEVENTH SEMESTER

33 C4055 | ARTHKPH3NCHO yNpaBJeHne B 60 60 0 90 6 H3MUT/eXam C3JI/sccC
KknbepcurypHocrra/ Anti-crisis
ma t in Cybersecurity

34 C4056 I/I3rpamane HA CUCTEMH 3a 60 60 0 90 6 u3MUT/exam C3}1/SCC
kubepcurypHoct/ Building cyber security
systems

35 C4057 | MamuuHo o6yuenne/ Machine Learning 60 30 30 90 6 n3mUT/exam C3]I/scC

H36upaem 6sok: M36mpaema qucuuminna 1.Bpoii ancuunimnm 3a n3dop:1

36 04058 | Mpe:xosa 3amura/ Network protection 60 60 0 65 5 n3MUT/exam CHULI/SOC
36 04059 | Ynpasnenue na namuaentn/ Incident 60 60 0 65 5 u3MUT/exam CHJ/SoC
Management

H36upaem 6sok: M3ompaema qucuuniuna 2.6bpoii ancuunimnm 3a n3dop:1

37 04060 | Apasu3s HA roJeMH JAHHA B 60 60 0 65 5 n3mUT/exam Cnl/soc
Kknbepcurypuocrra/ Big Data Analysis in
Cybersecurity
37 04061 | MMporpamupane B KHGePCHTYPHOCTTA/ 60 60 0 65 5 M3MHT/exam Cnz/soc
Programming in cybersecurity
38 14062 | Yue6na npakTuka - 4 Kypc/ Internship 0 0 0 60 2 n3MHT/exam
O6uro/Total 300 270 30 460 30

YETBBPTU KYPC/FOURTH YEAR OF STUDIES
OCMU CEMECTBP/EIGHTH SEMESTER

39 C4063 | JInLa60Kko obyaenne H HeBPOHHH MpEKH/ 60 60 0 65 5 u3nuT/exam C311/SCC
Deep Learning and Neural Networks

40 C4064 | Opranusauusi M CHrypHOCT Ha 60 60 0 65 5 n3mUT/exam c3pa/sce
pasnpe/iesieHH ONePAIlHOHHN CHCTEMH,
rpuj 1 od1aunu crpykrypu/ Organization
and Security of Distributed Operating
Systems, Grid, and Cloud Structures

U36upaem 6s10k: U36upaema aucuunianna 1.6poii aucnuninnam 3a n36op:1

41 04065 Busyanu3upase u npejacraBsiHe Ha JaHHU/ 60 60 0 65 5 H3MAT/eXam CHUJI/SOC
Data Visualization and Presentation

41 04066 | Msrpasxiaane u ynpapjieHHe HA IEHTPOBE 60 60 0 65 5 H3MAT/eXam CHUJI/SOC
3a ynpaBjieHHe Ha KHOepcurypHocTTa/
Building and managing security
operational centers

41 04067 | YnpapJjienue Ha pucka B 60 60 0 65 5 M3MUT/exam Cna/SoC
kubepcurypHocrra/ Risk management in
cybersecurity

N36upaem 610k: M36upaema nucuunianna 2.Bpoii aucnuninam 3a n36op:1

42 04068 | MpenTuduunpane u 3aIUTA HA 60 60 0 65 5 n3nuT/exam CHUJ/SOC
JAMCHTAIHATA KPHTHYHA HHOPacTPyKTYypa/
Identifying and protecting digital critical

infrastructure
42 04069 | Kubeppasy3napane u KuéepnpecTbIHOCT/ 60 60 0 65 5 U3MIMT/EXam Ccuzysoc
Cyber Intelligence and Cyber Crime
Jbpikasen u3nut/ State Exam 0 0 0 250 10 M3MHT/exam
O6uo/Total 240 240 0 510 30
*V3[I/UCC - Ymusepcurercku 3aapmxutenan gucuuminay/University Compulsory Courses
YUa/uoc - Yuusepcurercku n3bupaemu aucuuiuinam/University Optional Courses
C3JI/scC - Creuuansu 3aabokurenanu gucuumimaw Specializing Compulsory Courses
CHULI/SOC - Cneunanuu usbupaemu qucuuuan/Specializing Optional Courses
D3JI/FCC - @axynretHH 3aabmkuTennu aucuumuinan/Faculty Compulsory Courses
DOUJI/FOC - ®axynrernu uzbupaemu aucuuminan/Faculty Optional Courses
OO3/FFCC - ®akynarerHu $akyaTaTHBHE AUCUUILIMHY Ge3 npaBo Ha u3bop /Faculty Facultative Compulsory Courses
Y®3/UFCC - VYHuBepcHTETCKH (aKky/ITaTHBHH JUCLHMILUIMHA Oe3 paBo Ha u3bop/University Facultative Compulsory Courses
CD3/SFCC - Crneunanuu (akyaTaTHBHH AUCUMIUIMHY Oe3 npaBo Ha n3bop/Specializing Facultative Compulsory Courses
OOU/FFOC - ®akynrerHu (akyITaTHBHYE JUCLUILIMHY C IpaBo Ha u36op /Faculty Facultative Optional Courses
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Bpoii Xopapuym Jlexnun YnpaxHenusi | U3BbH aynutopHa | Kpemurn
Number Hours Lectures Seminars 3aeTocT Credits
Extracurricular
activity
PEKAITUTYI/IAIIHA - 06140 6 m.u
I “ 43 2430 1860 570 3700 240

RECAPITULATION - total
including
Courses at the University Level/ 22 1290 1050 240 1830 120
Yuueepcumemcku yueonu oucyuniunu:
C 3aovascumennu/ Compulsory Courses: 13 750 600 150 1110 72
(o) H3oupaemu/ Optional Courses: 8 480 450 30 720 48
F Daxynmamusnu/ Facultative Courses: 1 60 0 60 0 0
Daxynmemnu yueonu oucuyuniunu/ 10 600 300 300 900 60
Courses at the Faculty Level:
C 3aovascumennu/ Compulsory Courses/: 6 360 180 180 540 36
(0} H3oupaemu/Optional Courses/: 4 240 120 120 360 24
F Daxynmamuenu/ Facultative Courses: 0 0 0 0 0 0
Cneyuannu yueonu oucyuniaunu/ 9 540 510 30 660 48
Specializing Courses:
C 3aovasxcumennu/ Compulsory Courses: 5 300 270 30 400 28
(0] H3zoupaemu/ Optional Courses: 4 240 240 0 260 20
F Daxkynmamuenu/ Facultative Courses: 0 0 0 0 0 0
K | Kypcosu pabomu/ Placement: 0 0 0
I Yueonu npakmuxu/ Internship: 1 60 2
P Ilpeoounnomen cmasic/ Placement: 0 0 0

Mwporcasnu usnumu/ State Exam: 1 250 10

Yuebuusar mmaH e npuer Ha KC ma karempa "MHDOOPMATHKA" or 3.11.2025 1. ¢ mpotoxon Ne 2 u OT (akydATeTeH CBHBET
Ha dakyntet "dakynrer [IpuiokHa napopmatrka u ctatuctuka" Ha 5.11.2025 r. ¢ mpotokon Ne 7.

The Course Curriculum is approved by the Department of Computer Science on 3.11.2025 r. (Record Ne 2) and by the
Faculty Council of Faculty of Applied Informatics and Statistics on 5.11.2025 r. (Record Ne 7).

PBKOBOJUTEJ KATEJAPA "UHO®OPMATHKA"
HEAD OF DEPARTMENT "COMPUTER SCIENCE":

/mor. o-p Pocen VBanos Kupniios
Assoc. Prof. Dr. Rosen Ivanov Kirilov/

JEKAH HA ®AKVIITET ITPUJIOKHA UHOOPMATUKA 1 CTATUCTUKA
DEAN OF THE "FACULTY OF APPLIED INFORMATICS AND STATISTICS":

/Hou. n-p Anekcanapuna ['eopriueBa Mypkesa
Assoc. Prof. Dr. Alexandrina Georgieva Murdjeva/
I'TTABEH CEKPETAP I10 YUEBHUTE IMPOLUECU U JOKYMEHTALIA
SECRETARY GENERAL FOR ACADEMIC PROCESS AND DOCUMENTATION:

/mou. 1-p Huxonaii BemimukoB
Assoc. Prof. Nikolay Velichkov, PhD/
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