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AOcTpakT

Hueumanuzayuama ce npespvuja 6 onpeodenauwa Xapakmepucmuka Ha OpeaHusayuoOHHama
mpancgopmayus, npOCMUPAiKu ce Omesb0 aKkaoeMUdHUme UHCMumyyuu @ OusHeca, npasumencmeomo
u cexmopume Ha obwjecmeenume yciayeu. Makap ue nosuwasa eghexmuenocmma, uHosayuume u
CBLP3AHOCMMA, €OHOBPEMEHHO C MOBA 6bEENCOA HOBU KAME2OpUU MEXHONO2UYHU PUCKOBe, KOUMO
3annaueam OnepamueHama cmaduiHoOCm, Yerocmma Ha OaHHume u emuyHomo ynpasienue. 103u
00KNIa0 pazanexncoa MmexHoI02UYHUmMe PUCKO8e OM OUSUMANUIAYUAMA 8 HeaKA0eMUuiuHa cpeoa upes
CMPYKMYpUpana Kiacu@ukayus Ha ocem Kame20puu: 3aniaxu 3a KubepcueypHocmma, puckose 3a
NoBepuUmMenHoCmma Ha OaHHUme, CUCMEMHU Noepedu U NpeKbCeaHus, 3azyba Ha KOHMPON HAo
yugposume ymenus, emudHy U anOpUMMUYHU PUCKO8e, 3A6UCUMOCIT O OOCMABYUYU U NAAMPOPMU,
CbKpawenus Ha pabomHu Mecma u NpasHu U pe2yiamopru npeoussuxameincmed. Bv3 ocnosa na
pamkama 3a ynpaenenue Ha pucka 1SO 31000:2018, uzcredsanemo npedocmass cucmemamuyer
aHaIU3 Ha Moea KAaxK mesu puckose mozam 0a 6v0am UOCHMUDPUYUPAHU, AHATUSUPAHU U CMEKUEHU.
3akniouenuama noouepmasam, ue Ynpaeienuemo HA MEXHOIOSUUHUME PUCKO8Ee UZUCKEA He CaMOo
MexXHUYecKu pewenus, Ho U COYUanIHd, emudna u opeanu3ayuonna aoanmayus. JJokiaovm npeonaza
6Ce0OX6AMHA KOHYENMYANHA PAMKA, C KOemo OONPUHACs 3a N000OpsAeaHe HA 0C8e00OMeHOoCmma 3d
pucka, ycmoudueocmma u 0mz080pHOMO YU@Ppoeo ynpasienue 8 HeaKxaoeMuiHume uHCMumyyuu.

Abstract

Digitalization has become a defining characteristic of organizational transformation, extending beyon
d academic institutions into business, government, and public service sectors. While it enhances efficie
ncy, innovation, and connectivity, it simultaneously introduces new categories of technological risks th
at threaten operational stability, data integrity, and ethical governance. This paper examines the tech
nological risks of digitalization in non-academic environments through a structured classification of e
ight categories. cybersecurity threats, data privacy risks, system failures and downtime, loss of digital
skills control, ethical and algorithmic risks, dependency on vendors and platforms, job displacement, a
nd legal and regulatory challenges. Drawing upon the ISO 31000:2018 risk management framework, t
he study provides a systematic analysis of how these risks can be identified, analyzed, and mitigated. T
he findings underscore that managing technological risks requires not only technical solutions but als
o social, ethical, and organizational adaptation. By offering a comprehensive conceptual framework, t
he paper contributes to improving risk awareness, resilience, and responsible digital governance in no
n-academic institutions.

KarwuoBu nymu: digitalization, technological risks, non-academic environment
JEL: C88, L.86

Introduction

In today’s fast developing world where new technologies emerge every day and integrate in
more aspects of our lives, the risks connected to them are also expanding. Non-academic institutions
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are such that do not focus on education, research or some scholarly activities, but they operate in other
important areas of society, business and public life.

The digitalization is happening in every sphere around us and helps immensely in developing
and integrating digital technologies into all areas of a business. There is a great importance in studying
the technological risks in non-academic environments because even that digitalization is offering
innovation, efficiency and speed, also introduces threats, dependency and vulnerability that can threaten
the stability of business organizations. Understanding these emerging risks will help balance the
innovation with security, and will ensure that digital system will remain reliable, ethical and sustainable.

This paper explores eight categories of technological risks which are arising from digitalization
outside of academia. The defined groups are as follows: cybersecurity threats, data privacy risks, system
failures and downtime, loss of digital skills control, ethical and algorithmic risks, dependency on
vendors and platforms, job displacement, and legal and regulatory challenges.

Conceptual background

Digital transformation has become a defining force in modern organizations, yet it is important
to distinguish between digitization and digitalization. Digitization refers to the technical conversion of
analog information into digital formats - for example, scanning documents or automating data entry.
[1] Digitalization, on the other hand, involves a broader social and organizational process that
integrates digital technologies into everyday operations, fundamentally altering how value is created,
communicated, and managed.[2] In non-academic environments - such as business enterprises,
government institutions, and healthcare systems - digitalization extends beyond technology adoption to
include process redesign, data-driven decision-making, and cultural adaptation. While it offers
efficiency and innovation, it simultaneously introduces new categories of technological risk that can
disrupt operations, compromise data integrity, and create ethical or regulatory challenges.

On the other hand, technological risk refers to the potential for adverse outcomes resulting from
the design, implementation, or use of technology. It encompasses failures of systems or infrastructures
as well as unintended human, ethical, or organizational consequences. These risks often stem from the
uncertainty that accompanies innovation and from the interdependence of digital systems within
complex socio-technical environments. In non-academic contexts, technological risks include technical
failures, cybersecurity incidents, data privacy breaches, and ethical issues arising from algorithmic
decision-making. They also encompass human factors such as skill obsolescence, organizational
dependency on external vendors, and social effects like job displacement. Recognizing these diverse
dimensions underscores that technological risk is not purely a technical matter but a multidimensional
issue combining social, ethical, and operational factors.

When digital transformation progresses more rapidly than organizational structures or human
competencies can adjust, this equilibrium is disrupted, leading to a higher probability of system failures,
human errors, and the decomposition of digital skills. Consequently, managing technological risk
extends beyond implementing technical safeguards - it also requires social adaptation, continuous
training, and inclusive design practices that ensure people and technology evolve together. [11]

The ISO 31000:2018 framework offers a globally recognized standard for systematic risk
management. It defines risk as the effect of uncertainty on objectives and outlines a continuous process
of identification, analysis, evaluation, and treatment. Applying ISO 31000 principles to technological
risks ensures a structured and comparable approach to their management. Within non-academic
environments, this process enables organizations to identify digital vulnerabilities, assess their potential
impact, and implement appropriate mitigation strategies - ranging from cybersecurity protocols to
vendor oversight and employee training. [3]

In non-academic environments, digitalization transforms how organizations operate, interact
with stakeholders, and deliver services. Businesses leverage digital tools for analytics and automation,
governments deploy digital platforms for public service delivery, and healthcare institutions integrate
electronic systems for patient management. However, these benefits also amplify exposure to
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technological uncertainty - manifesting as cybersecurity threats, data privacy violations, or system
dependencies.

Unlike academic institutions, non-academic organizations face direct market pressures,
competitive dynamics, and regulatory obligations. These contextual factors heighten the significance of
managing technological risk not only to protect assets but also to ensure operational resilience and legal
compliance. Effective risk governance thus requires integrating technological foresight with ethical,
legal, and social considerations, supported by international frameworks such as ISO 31000.

Classification of technological risks

All types of organizations increasingly rely on technologies and are becoming more digitalized.
The eight categories of technological risks were defined through a literature-based classification review.
The method of definition involved a review of academic publications — papers, articles, industry repotts,
etc. which addressed the technological risks associated with digitalization in non-academic
environment. Similar groups were grouped under broader conceptual categories. The classification
reflects both theoretical insights and practical observations taken from various non-academic sectors
and organizations in them.
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Figure 3 Categories of technological risks

The eight categories of technological risks in non-academia shown on Figure 1 are the
following: cybersecurity threats, data privacy risks, system failures and downtime, loss of digital skills
control, ethical and algorithmic risks, dependency on vendors and platforms, job displacement, and
legal and regulatory challenges.

The classification of technological risks in this paper aligns with the ISO 31000:2018 risk
management process, which emphasizes the systematic steps of risk identification, analysis, and
evaluation. Each of the eight categories - such as cybersecurity, data privacy, and technological
dependency, etc. - represents a key dimension of uncertainty that can affect organizational objectives
in non-academic environments. By structuring the classification according to ISO 31000 principles, the
framework ensures that risks are recognized in a comprehensive and comparable manner, supporting
both academic analysis and practical application within established international risk management
standards. [3]
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Table 1 illustrates how the eight identified technological risk categories align with the stages
of the ISO 31000:2018 risk management process. This integration ensures that the classification not
only organizes risks conceptually but also provides a structured approach for identifying, analyzing,

and managing them within non-academic environments. [3]

ISO 31000:2018
Process Stage

Description (according to ISO
31000)

Application to the Eight Technological
Risk Categories

1.Risk
Identification

2. Risk Analysis

3.Risk Evaluation

4.Risk Treatment

5.Monitoring and
Review

6.Communication
and Consultation

Recognize and describe risks
that could affect the achievement
of objectives.

Understand the nature, sources,
likelihood, and potential
consequences of each risk.

Compare analysed risks against
defined criteria to determine
their significance.

Develop and implement
measures to mitigate, transfer,
accept, or avoid risks.

Continually assess the
effectiveness of risk controls and
adapt to change.

Maintain stakeholder
engagement and transparency
throughout the risk process.

Identify the main sources of technological
risk: cybersecurity threats, data privacy
risks, system failures and downtime, loss
of digital skills control, ethical and
algorithmic risks, dependency on
vendors and platforms, job
displacement, and legal and regulatory
changes.

Analyse how each risk operates and
interacts - for instance, the likelihood of
cyberattacks, the severity of data
breaches, the operational impact of system
failures, or the social implications of
algorithmic bias and job displacement.

Prioritize which risks require the most
urgent response. For example,
cybersecurity and data privacy may pose
immediate high-impact threats, while
dependency on vendors and legal changes
may represent longer-term strategic risks.

Apply appropriate mitigation strategies:

enhance cybersecurity protocols,
strengthen data governance, establish
redundancy for system continuity,

provide continuous digital skills training,
ensure ethical Al oversight, and plan for
regulatory compliance and workforce
transition.

Regularly review and update controls as
technologies evolve - for example,
reassessing vendor dependencies, Al
ethics compliance, and cyber defence
mechanisms.

Ensure clear communication across
technical teams, management, legal
advisors, and employees to build a shared
understanding of each technological risk
and its mitigation.

Table 4 Technological risks aligned with ISO 310000:2018
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e Cybersecurity Threats
Definition:

Cybersecurity threats refer to malicious digital actions that compromise the confidentiality,
integrity, or availability of data and systems. These include cyberattacks such as phishing, ransomware,
and unauthorized access that exploit vulnerabilities in networks and digital infrastructures.

Causes and Contributing Factors:

Key contributors include increased connectivity, inadequate security protocols, outdated
software, and limited employee awareness. The rise of remote work in non-academic environment and
the Internet of Things (IoT) has expanded attack surfaces, making organizations more exposed. [4] [5]

Impacts and Consequences:

Cyber incidents can cause data breaches, financial losses, operational disruptions, and
reputational damage. In critical sectors, they may endanger service continuity or public safety, and often
result in legal liabilities and regulatory penalties. [4]

e Data Privacy Risks
Definition:

Data privacy risks arise from the improper collection, storage, sharing, or use of personal or
sensitive information. They concern both compliance with privacy laws and the ethical handling of
digital data.

Causes and Contributing Factors:

Contributors include weak data governance, lack of transparency, and excessive data collection
by organizations. Inadequate encryption, third-party data sharing, and poor user consent practices also
elevate the risk. [5]

Impacts and Consequences:

Privacy violations lead to loss of individual trust, legal sanctions under regulations such as
GDPR, and reputational harm. For organizations, breaches may disrupt operations and erode customer
relationships. [5]

e System Failures and Downtime
Definition:

System failures and downtime refer to interruptions in digital infrastructure that halt or degrade
the performance of critical systems, applications, or services.

Causes and Contributing Factors:

Common causes include software bugs, power outages, hardware malfunctions, or human error.
Overreliance on automated systems and lack of redundancy amplify the likelihood and duration of
failures. [6]

Impacts and Consequences:

Consequences include productivity loss, revenue reduction, and service unavailability. In
sectors like healthcare or finance, system downtime can have severe operational or safety implications.
It may also expose weaknesses in business continuity planning. [6]
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e Loss of Digital Skills Control
Definition:

Loss of digital skills control refers to the decline or mismatch of employees’ technological
competencies relative to rapidly changing digital tools and systems.

Causes and Contributing Factors:

Rapid digital transformation, insufficient training, and reliance on outsourced IT functions
reduce in-house skill retention. Frequent software updates or platform shifts can outpace employee
adaptation. [7]

Impacts and Consequences:

A digital skills gap limits innovation increases dependency on vendors, and heightens
vulnerability to misuse or error. It can lower productivity, employee confidence, and the overall
resilience of the organization. [7]

e Ethical and Algorithmic Risks
Definition:

Ethical and algorithmic risks emerge from the design and use of automated systems, especially
those employing artificial intelligence or machine learning, which may produce biased or opaque
outcomes. [8]

Causes and Contributing Factors:

These risks arise from biased training data, lack of ethical oversight, and insufficient
transparency in algorithmic decision-making. Pressure for efficiency can override ethical
considerations.

Impacts and Consequences:

Consequences include unfair treatment, discrimination, and loss of public trust. Biased
algorithms can damage reputations, violate regulations, and produce social inequalities or ethical
controversies.[8]

e Dependency on Vendors and Platforms
Definition:

Dependency on vendors and platforms occurs when organizations rely heavily on external
technology providers for essential services such as cloud storage, software, or maintenance.

Causes and Contributing Factors:

Outsourcing IT operations, using proprietary software, and engaging in long-term vendor
contracts reduce flexibility. Limited interoperability and switching costs reinforce dependency. [9]

Impacts and Consequences:

Vendor dependency can cause disruptions if providers experience failures, price increases, or
data breaches. It restricts control over data and technology decisions, posing operational and strategic
risks. [9]
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e Job displacement
Definition:

Job displacement refers to the reduction or transformation of employment caused by
automation, artificial intelligence, or other digital technologies that replace or redefine human tasks.
[10]

Causes and Contributing Factors:

Advances in robotics, Al, and process automation reduce demand for routine tasks. Lack of
upskilling initiatives and resistance to organizational change further amplify the problem. [7]

Impacts and Consequences:

Displacement can lead to workforce instability, social inequality, and resistance to
technological change. It may harm employee morale and increase public criticism of digitalization
practices. [10]

e Legal and Regulatory Challenges
Definition:

Legal and regulatory changes represent the evolving laws and compliance requirements
governing technology use, data protection, and digital transactions.

Causes and Contributing Factors:

Rapid innovation often outpaces legislation. Differences in international regulations, unclear
compliance standards, and inconsistent enforcement create uncertainty for organizations.[12]

Impacts and Consequences:

Non-compliance can lead to penalties, operational restrictions, or loss of licenses. Constant
regulatory evolution increases compliance costs and strategic uncertainty, particularly in data-driven
sectors. [12]

Conclusion

Digitalization represents both an opportunity and a challenge for non-academic environments.
As organizations adopt new technologies to enhance efficiency and competitiveness, they also become
increasingly exposed to a wide range of technological risks. This paper has identified and classified
eight major categories of such risks - ranging from cybersecurity and data privacy concerns to ethical,
social, and regulatory issues - providing a structured approach to understanding their causes,
consequences, and interconnections. Applying the ISO 31000:2018 risk management framework has
demonstrated that technological risk management must be continuous, systematic, and
multidimensional. Beyond deploying technical safeguards, organizations must foster digital literacy,
maintain ethical oversight, and ensure compliance with evolving legal standards. Building resilience
requires a balance between innovation and control, where human, organizational, and technological
elements are integrated within a comprehensive governance structure. Ultimately, effective
management of technological risks in non-academic settings enables organizations to harness the
benefits of digital transformation while safeguarding their integrity, reliability, and public trust. As
digital ecosystems continue to evolve, proactive risk governance will remain essential for achieving
sustainable and secure digital growth.
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